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Outline

Part I: Robust Watermarking
Protect the intellectual property rights, copyright, and 
ownership

Digital Watermarking Scheme for Lossless Images
Digital Watermarking Scheme for Removable Images

Part II: Image Authentication
Protect the integrity of image content

Image Authentication Scheme for Digital Images 
Image Authentication Scheme for Palette-based Color 
Images
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The Fields of Robust Watermarking
Visible Watermarking
Invisible Watermarking

Logo

Watermarking

Protected image Copying
Modifying
Tampering
Forging
Altering…

Media communications 

Extracting

Watermarked image

attacking

Logo
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Invisible Watermarking

Protect the copyright without revealing the logo
Require the fidelity of watermarked image
Robust to resist malicious attacks

Protected image Watermarked image
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Visible Watermarking

Exhibit the embedded logo from the multimedia
Recognize the ownership of the content through visual 
perception
Vulnerable to inpainting attack
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Media communications 

The Fields of Image Authentication

Embedding

Authentication code

Verifying
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Part IPart I
Digital Watermarking Scheme for Digital Watermarking Scheme for 

Removable Images Removable Images 
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Attacking

Requirements of Robust Watermarking

Logo

Protected image

Watermark
embedding

Traditional Robust Watermarking
Preserve the quality of the watermarked image
Resist the malicious attacks
Protect the content of artistic images, and valuable images
Achieve the removability 

Watermarked image

Inpainting
Copying
Modifying
Tampering
Forging
Altering…

Distorted
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Reversible / Removability

Remove the embedded data to restore the original image.
Preserve the fidelity of military and medical image
Resist the malicious attacks

ExtractingEmbedding

Secret data

Secret data

Protected image

Restore the original image

Watermarked image

Cannot resist 
malicious 
attacks
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attacking

Motivation

Logo

Protected image

Watermark
embedding

Preserve the quality of the watermarked image
Resist the malicious attacks
Protect the content of artistic images, 
and valuable images
Achieve the removability 

Watermarked image

Restored image

restoring
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User key SK

Watermark 
embedding

subsampling
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Four subimages

Logo

Watermarked image

Unsubsampling

Architecture

Protected image



12

Logo

The Proposed Scheme

DCT

Four subimages

User key SK
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Experimental Results
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(a) The original image (b) The watermarked image (c) The restored image, 
PSNR=59.88 dB
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Part IIPart II
Authentication Scheme for PaletteAuthentication Scheme for Palette--based based 

Color ImagesColor Images
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Palette-based color image compression, such as GIF images.

Pixel-based detection & block-based detection

Partitioned Palette & Morphological operations 

Motivation
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The Proposed Scheme

Authentication code
User key SK G0 G1

Protected image Authenticated 
indexed image

S=0

S=1
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The Extracting Procedure

Extracted code

G0 G1

Authenticated indexed image

S=0

S=1

Extracting

Authentication code
User key SK

Comparing
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Extracted code

Authentication code
User key SK
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The Morphological Operations
Dilation operator
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Erosion operator



26

Experimental Results

PSNR=39.99 dB         Tampered image               Detection    Detection
(Morphological)

PSNR=41.89 dB         Tampered image               Detection    Detection
(Morphological)



27PSNR=38.2 dB         Tampered image               Detection     Detection
(Morphological)

PSNR=36.73 dB         Tampered image               Detection    Detection
(Morphological)
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Conclusions and Future Works

Part I: Robust watermarking
Robust and removable digital watermarking
Enhance restored image quality
Design a dual watermarking system

Visual logo can be used to exhibit the visual logo from multimedia 
Invisible logo can be used to protect the copyright without 
revealing the logo and enhance the robustness

Part II: Image Authentication
Authentication for palette-based color images and grayscale images
Repair the tampered area
Removable image authentication

Apply to digital library, digital archive, digital museum, and 
electronic commercial
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Thanks for your listening~Thanks for your listening~


